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TRADITIONAL
INSURANCE POLICIES
ARE NOT ENOUGH:
the nature of potential e-commerce losses & liabilities

II
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An August 2000 report from InformationWeek estimated
that in 1999, U.S. companies suffered $226 billion in
3
damages as a result of computer hacking and viruses. It

insurance companies cannot spread the risk effectively to
cover all the possible liabilities-so they simply refuse to
cover those liabilities that may present the greatest dan-

furthered estimated that worldwide losses in 1999 due to
downtime resulting from security breaches and virus
4
attacks were $1.6 trillion.

gers.

The stakes are indisputably high. In the year 2000,
sales alone from e-commerce businesses are expected to

attacks, and unexpected server crashes has led to only a
very limited number of new Internet insurance policy
issuances. 9 Furthermore, even these new insurance

exceed $30 billion. 5 By 2003, it is predicted that worldwide electronic commerce sales will reach $3.2 trillion,
representing nearly five percent of total global sales of
goods and services. 6 A recent survey by the U.S. government estimated that more than sixty percent of U.S.
workers could not perform their jobs without information
they obtain through their computer networks. 7 In short,
the Internet has become invaluable to businesses. As a
result, it has also become critical.
Companies that depend heavily on the Internet could
be faced with damage to their reputation and substantial
liability when there are such interruptions in their electronic service. Furthermore, these computer attacks

Perhaps surprisingly then, an increase in recent outbreaks of reported security breaches, computer virus

products directed at the Internet have not yet become
widely available to owners of many smaller e-commerce
businesses. As a result, many Internet businesses have
no commercial insurance and are hesitant to consider
10
Internet insurance.
INSUFFICIENCIES

IN CURRENT INSURANCE
POLICIES
Jhere are two general categories of insurance policies:
first-party policies and third-party/liability policies.
First-party polices provide benefits directly to policyhold-

could potentially damage the public confidence in
Internet businesses. A survey by PC Data Inc., a market
research firm, found that about forty-five percent of

ers for losses suffered by the policyholders. For example,
fire damage to the policyholder's plant or financial loss
resulting from the interruption of the policyholder's business would be covered under the first-party insurance.

Internet users said they are less likely to transmit credit
card information over the Internet because of the recent
8
computer hacking attacks.

Generally, these first-party losses are covered under policies such as "all risk," "named peril," "business interruption," or "expense to reduce loss" coverages. Among these

These unexpected computer crashes and security
breaches are just some of the potential perils that e-com-

various types of first-party policies, "all risk" insurance
policies provide the broadest coverages.

merce companies must face. Other risks related to ecommerce businesses include contractual damages arising out of defective hardware and software, property

Third-party or liability policies provide protection for
claims against the policyholder by third parties that have

damages related to poorly designed or malfunctioning
systems, and a host of new liabilities created by the boom
in Internet law. Novel technological terms like "cookie,"
"framing," and "meta-tag" have combined with traditional areas of law like privacy, trademark, and copyright to
produce a virtual minefield of liability stretching over the
e-commerce landscape.
For protection in this brave new world, many businesses have turned to traditional forms of insurance.
But while some of these liabilities may be covered by traditional insurance policies, often the unpredictable scope
of e-commerce business risks has led several insurance
companies to exclude losses resulting from cyberspace
activities. The rationale is obvious; without a clear idea
of all the potential risks arising out of Internet activities,

suffered a loss and seek to hold the policyholder liable for
that loss. Some third-party claims include securities and
non-disclosure claims, product liability and shareholder
claims for management. While several different types of
these policies exist, most corporations hold what is
known as a "comprehensive general liability" policy.
Such a policy provides coverage for liability imposed
upon the insured as a result of unintentional and unexpected personal
injury or property damage. More specialized policies include coverage policies for Directors and Officers (D&O),
Errors and Omissions (E&O), and
Fiduciary Claims.
Despite their differences, the critical question for both first-party and
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third-party policies is whether there is property damage.
Of course, property damages arising out of service interruptions for e-commerce businesses may not be as apparent as when a fire destroys a store. Thus, it may be more
difficult for the insured to gain compensation for these
"virtual" losses under the traditional insurance policies.
FIRST-PARTY POLICIES
-commerce related losses involving damage to property may be covered under commercial property insur11
ance policies that are written on an "all risk" basis.
Generally, this type of coverage applies where there is
"physical loss or damage" to covered property which is
13
"fortuitous "12 and the policy's exclusions do not apply.
The definition of "physical loss or damage" in an "all risk"
policy can sometimes include "electronic data processing
or electronically controlled equipment," as well as "storage media" and "data stored on such media." 14 But,
based on the limited case law, it is unclear whether the
qualifying term "physical" applies merely to claimed losses, or if "damage" must be physical as well in order to
qualify for recovery. 15 Predictably, insurance companies
are likely to assert the latter, arguing that the policy16
holder cannot collect for damage that is not "physical.
The alternative path lies in "business interruption"
insurance. Designed to protect the earnings that a policyholder would have
enjoyed had an interruption to its normal
business operations not

z

computer products, used a computer network to track its
customers, products, and daily transactions. Thus, their
entire business operations depended upon the proper
American
functioning of their computer network. 20
issued Ingram a property damage policy which insured
Ingram against certain business and service interruption
losses. 2 1 The policy specifically covered "[a]ll [r]isks of
direct physical loss or damage from any cause, however
or wheresoever occurring, including general average, sal'2 2
vage charges or other charges, expenses and freight.
23
Ingram's computers were insured under the policy.
As a result of a power outage, three mainframe computers handling the global operations of Ingram lost

power and became inoperable. The loss of electricity
caused all data to disappear from random access memory, including custom configurations that took up to eight
hours to be reset. 24 Ingram claimed the loss was covered
by its policy as a "direct physical loss or damage from any
cause." 2 5 However, American denied the claim and
argued that the computers' capability to perform their
intended functions remained intact, as demonstrated
when the restored system successfully went back on line.
Thus, American contended that there was no physical
26
damage and no trigger for coverage.
The court held for Ingram, despite the lack of direct
precedent. Judge Marquez stated, "At a time when com-

p

puter technology dominates our professional
as well as personal
lives, the Court must

occurred, 17 such insurance may be written on
an "all risk" basis and is

side with Ingram's
broader definition of
'physical damage."' 2 7

typically purchased as
part of a commercial

The

property insurance program. 18 In other words, many policyholders with all risk
policies may be already covered for claims under business interruption losses.
In addition, case law involving business interruption
policies may give more hope to businesses. In American
Guarantee & Liability Insurance Co. v. Ingram Micro,
Inc., an Arizona federal judge defined the word "proper19
ty" to include computer programming information.
This case presented a coverage dispute between an insurance company ("American") and a corporate policy holder
("Ingram"). Ingram, a wholesale distributor of micro-

court

therefore

found that "physical
damage" could not be
restricted to the physical destruction or harm of computer circuitry, but instead includes loss of access, use, or
functionality. 2 8 Judge Marquez supported his position by
pointing out that the federal computer fraud statute
defines damage as "any impairment to the integrity or
availability of data, a program, a system, or information."2 9 The court further added that restricting the policy's language as proposed by American would be "archaic." 3 0
Time will tell if the American Guarantee reasoning
can withstand scrutiny.

If it does, it may mean that

i te tie nte
existing property and liability insurance policies are now
subject to a payout whenever data is lost. Policyholders
may be able to rely on cases such as this to establish that

35
rence during the policy period.
As a result, the question for policyholders again becomes
whether the electronic data on which businesses rely so

they do not have to show
actual physical destruction

much constitutes "tangible" property under stan-

of property in order to meet
the "physical loss, or dam31
requirement.
age"

dard-form

Instead, they may show that
such requirement is met
"when the damage caused

have yet to reach this
issue.
However, on a

change the way e-commerce businesses protect themselves against information losses, but also the way insurance companies-who until now have generally advised
customers to purchase special e-commerce policiesoperate.
THIRD-PARTY POLICIES
,4s mentioned above, the most commonly held business insurance policy is comprehensive general liability
("CGL") insurance. CGL insurance offers broad protection intended to cover all types of third-party liability for
property damage or bodily injury, except those specifically excluded by the policy. Typical areas of coverage
include liability arising from advertising activities, invasion of privacy, and defamation.
Policies also may
include coverage for contractual liability. 3 4
Of course, such policies are typically standard form
contracts drafted by the insurance industry. Common
terms provide that the insurance company "shall have
the right and duty to defend any suit against [the policyholder] seeking damages on account of such bodily injury
or property damage ...

."

Moreover, CGL policies typi-

insur-

ance policies.
At present, the courts

related topic, courts are
split in deciding whether

them to suffer a 'loss of use'
32
of the covered property.
Thus, when a company suffers business interruption due to a virus or hacker
attack, such a loss of use occurs and the "physical loss or
damage" requirement is met.3 3
This may not only

CGL

a computer tape and its
data should constitute
tangible property. 3 6

In Retail Systems, Inc. v. CNA
Insurance Companies, a data processing consultant
("Retail Systems") sought a declaration against its insurer ("CNA") that its general liability policy covered the
loss of a client's computer tape and data, and that the
insurer was therefore required to defend the insured in
the client's action for damages. 3 7 CNA refused to assume
defense of the action, contending the policy denied cover38
age for the lost tape.
In deciding the case, the court first commented that
although the Minnesota Supreme Court had discussed
the issue of whether computer tapes and data were tangible property in a previous case, 39 it did not actually
decide on the issue. 4 0 Next, the court considered numerous tax decisions which contained conflicting characterizations of computer tapes as both tangible and intangible
property. 4 1 In the end, the court decided that the computer tapes and data were indeed tangible property
42
under the insurance policy.
This conclusion seems well-founded.
Black's Law
Dictionary defines "tangible property" as "[p]roperty that
'4 3
has physical form and substance and is not intangible.
Accordingly, one may argue that computer data is tangible property because:
[D]ata on programs are coded pulses of elec-

cally define "property damage" as:
(1) physical injury to or destruction of tangible
property which occurs during the policy peri-

tricity which flow through the computer's cir-

od, including the loss of use thereof at anytime

ates an electromagnetic field . . . Each iron

therefrom, or
(2) loss of use of tangible property which has
not been physically injured or destroyed provided such loss of use is caused by an occur-

particle has its own north and south pole, and
the patterns formed by the north and south

cuits ....

A read-write head, like a phono-

graph needle, in the computer's disk drive cre-

poles are a code that represents the information being stored. There is then a physical
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character to the information which is apparent
44
to the computer but not to our senses.
Thus, the insured may argue that computer data,
whether it exists on a disk or stored on a computer, may
constitute tangible property that is covered under a CGL
policy.
The issue hit the spotlight as a result of the so-called
Millennium Bug. At some point, nearly every e-commerce business was concerned about the Y2K problem,
and despite the lack of apocalyptic chaos, perhaps rightfully so. The estimated cost to fix Y2K related issues was
45
Furthermore, the total
between $400 to $600 billion.
cost of remedying the Y2K problem, including software,
hardware, database repairs, litigation costs and damage
46
Since Y2K
awards, might have exceeded $1.63 trillion.
could have affected many aspects of global business economy and resulted in many different causes of actions, it
theoretically would have triggered numerous insurance
policies. Some of these insurance policies triggered may

include the CGL policy, business interruption policy,
directors and officers liability policy, errors and omissions/professional malpractice liability policy, and all risk
policy.
Unsurprisingly then, insurance companies were not
take
to
likely
when

chances

it

NEW LIABILITY, OLD INSURANCE
Potential liabilities for e-commerce businesses do not
end with property damages. E-commerce businesses
often face exposures to claims similar to those faced by
traditional publishing companies, such as defamation,
intellectual property infringement, and advertising
injuries. They also face additional liabilities due to website specific risks arising out of hyperlinks and framing.
For example, a defamatory statement can be published to
the entire world through hyperlinks, thus raising the
question of whether more than just the original publisher could be liable for defamation.
As a result, the e-commerce companies should be
encouraged to buy specialized insurance policies like
those purchased by publishers, broadcasters and other
This type of insurance, called
media professionals.
"media insurance," protects those involved in advertising
or publishing activities from liability or injury as result
of their activities, including claims related to misappropriation, intellectual property infringement, or defamation. 48 Thus, it seems reasonable to suggest that media
insurance may apply to cover liabilities arising out of
cyberspace activities.
Traditional insurance policies such as the CGL insurance policy may
cover claims for

;

content liabilities,
such as intellectual
property infringement, defamation

came to Y2K. A New
York company called
the

Insurance

Service Office that
assists insurers with i
regulatory

or invasion of perprivacy.
sonal
However, compa-

issues

received permission
from forty-six states

nies

should

be

for insurance com47
panies to deny Y2K claims against CGL policies.
Furthermore, insurance companies have argued that the
Y2K problem should not be covered under any policies

warned to review
their policies for specific exclusions, especially since most
insurance policies only cover claims arising in the United
States, while the Internet is capable of reaching anyone

because it is not a fortuitous event or accident. Finally,
as mentioned earlier, the key issue for triggering many
insurance policies for Y2K or any other computer related
claim is whether a malfunctioning computer constitutes

globally. These companies should examine their policies
to make sure that the coverage extends as far as their

damage to tangible property. Thus, whether the e-commerce businesses' problem is Y2K or damages caused by
other computer failures, it is likely that traditional policies will not be sufficient.

business does.
To complicate matters worse, in cases involving cyberspace activities, the allegedly injured party may bring a
claim against not only the business itself, but also
against its Internet Service Provider ("ISP"). ISPs may
be especially vulnerable for breach of security (internal
or external), data loss, credit card misuse, web page

ii-te rnet n te
design copyright infringement, denial of service, and
fraud. But, these are just some of the intangible damages ISPs must face-damages that traditional insurance policies may not cover.
Larger ISPs, such as America Online, CompuServe,
and Prodigy, may have already recognized the liability
issue and sought protection. However, smaller ISPs may
need much counseling regarding the additional types of
insurance that they may need.
Fortunately, there are statutory authorities that will
protect ISPs from certain liabilities. For example, §230
of the Communication Decency Act ("CDA") shields ISPs
from libel claims resulting from defamatory material
posted by subscribers. 4 9

In Stratton Oakmont, Inc. v.
Prodigy Services, Inc., Prodigy was found liable for
defamatory material posted by an unidentified subscriber because it held itself out as an "online service that
exercised editorial control over the content of messages
posted on its computer bulletin boards. '5 0 In holding
Prodigy liable for libel claims, the court justified its decision by categorizing Prodigy as an original "publisher"
51
with editorial control.
Subsequently, Congress recognized the threat of tort
based lawsuits to freedom of speech on the Internet and
provided statutory immunity through the enactment of
section 230.52 "Section 230 was enacted, in part, to maintain the robust nature of Internet communication and,
accordingly, to keep government interference in the
medium to a minimum. '5 3 In Zeran v. America Online,
Inc., the court, applying §230, found that the ISP,
America Online ("AOL"), could not be held liable for
defamatory messages carried by an AOL message board
but written by an unidentified third party.54 The court
stated, "[s]ection 230 . . . plainly immunizes computer
service providers .

.

. from liability for information that

originates with third parties."5 5 Furthermore, "[section]
230 forbids the imposition of publisher liability on a service provider for the exercise of its editorial and self-regu''
latory functions. 56
Statutory immunity also arises out of sections of the
Digital Millennium Copyright Act ("DMCA"), which frees
ISPs from liability if they host any form of copyright
infringing material, provided that they have "designated
agents" with their names and contact information registered with Copyright Office. 57
The enactment of §230 of the CDA and DMCA provides
ISPs with additional protection for non-tangible liabili-

ties if their traditional insurance policies fail to cover
these liabilities. However, these statutes do not necessarily protect other forms of e-commerce businesses from
many other unknown sources of liabilities. For example,
increasing amounts of sensitive data are being transmitted and stored on company networks. Businesses that
are trusted with sensitive information should be concerned with potential breaches of fiduciary duty to their
clients and customers if problems occur with their company networks. These businesses, such as financial
institutions, health care organizations, and lawyers
advertising their business over the Internet, would have
some of the highest risks for third-party security lawsuits not covered by these statutes. Therefore, many ecommerce businesses will need new types of insurance
policies that are geared toward these new Internet liabilities.
CYBER-INSURANCE:

PROTECTION

AGAINST

INTERNET AND COMPUTER LIABILITIES
increases in e-commerce have forced insurance
companies to begin addressing the need for cyberspacerelated liabilities by creating insurance policies specifi-

7he

cally designed for computer-related loss and liability.
Unfortunately, availability is limited and there is no
standard cyberspace policy that covers every Internet
business activity.5 8 Consequently, purchasers of cyberspace insurance should ensure that they are not simply
duplicating their traditional insurance policies, and that
these new policies cover all potential losses resulting
from their Internet activities.
A few insurance companies now offer a wide range of
cyber-insurance to cover losses due to cyber activities.
For example, some companies offer coverage for security
breaches of websites by providing coverage for computer
equipment, electronic data, and storage related risks.
Others offer a specialized insurance policy for venture
capital firms. These insurance policies have removed the
issue of whether lost electronic data is a tangible property by explicitly providing coverage for computer equipment, hard drives, electronic data processing, software
exposures, and system break downs. 59 In addition to
insurance policies, some of the insurance companies and
security companies also provide fraud prevention technology to e-commerce businesses. They will make recommendations to ensure better security, which may
include anything from reconfiguring firewalls, reworking
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accessibility policies, and safeguarding systems against
60
any physical disasters.
While only a handful of insurance companies offered
Internet insurance a couple of years ago and most new ebusiness liability policies are less than a year old, the
61
According to
policies are becoming more widespread.
the Insurance Information Institute ("III"), which represents the property and casualty industry, annual premiums paid on e-business liability policies could exceed the
$2.5 billion by 2005.62 The Internet insurance rates and
coverages will vary depending on the company and the
risk. Currently, the rates for such policies generally start
at around $5,000 per year but can easily run up to
$100,000.63
Some of the companies offering the new e-business liability policies include Tripwire, a security software vendor, who announced a strategic alliance with Lloyd's of
London, the world's leading insurance company, to
launch a wholly owned subsidiary that is designed to
64
Its emarket e-risk insurance solutions.
Comprehensive cyber-insurance policy provides $50 million facility limit with open-market capacity to $200 million in limits for loss of property, revenue, and trade
65
Other
secrets due to malicious or accidental exposure.
insurance programs backed by Lloyd's of London include
policies offered by Counterpane, a San Jose, Californiabased managed security monitoring company that offers
its customers up to $100 million in coverage against loss
66
due to security breaches.
American-based insurance giant AIG similarly has an
insurance policy designed to protect companies using the
Three types of insurance offered by AIG
include: (1) NetAdvantage to insure a website for copyright infringement, libel, and other content; (2)
NetAdvantage Pro to provide professional liability for
Internet.

companies providing services over the web; and (3)
NetAdvantage Security to cover companies doing business over the Internet for a variety of damages including
viruses, hackers, cyber-extortion, loss of e-revenue, and
intangible property loss. 6 7 In addition, companies such
as IBM and Internet Security Systems, an Atlanta-based
company, teamed up with J.H. Marsh & McLennan
insurance company to offer e-commerce risk management.6 8 These assessments usually cost at least between
$5,000 to $15,000.69
Similarly Sherwood, the fifth-largest wholesale insurance broker in the U.S., has launched e-Sher, an insur-

ance product providing risk transfer and risk management for e-business exposures. 70 E-Sher charges midsized e-businesses, such as online retailers, $20,000 to
$25,000 premiums a year. The policy would provide up to
$10 million each for first and third-party losses. For
example, it would pay for cleaning up a virus and the
damages it caused to computer systems, mitigation of
viruses, business interruption, and any extra expense
71
incurred from the business interruption.
Still, risks faced by various e-commerce businesses
vary greatly, and there are no actuarial statistics to indicate the true scope of the risks involved are. Even for the
available Internet liability policies, no meaningful price
trend has yet been developed.72
Moreover, no insurance policy is likely to cover any
loss or damages suffered by an e-commerce business
resulting from an inherently bad business venture.
Therefore, if the idea behind the business is inherently
bad, insurance will not cover the loss from that business,
regardless of whether it involved Internet activities.
FUTURE OF CYBER-INSURANCE
insurance companies, with the help of the government, should address the need for the new cyber-insurance to protect the booming e-commerce industry. In
doing so, they should consider the four following possibilities.
The first and most obvious possibility is for the insurance industry to self-regulate and write its own policies
concerning Internet liabilities. In the past, when insurance customers needed particular types of insurance policies to cover particular liability, insurance companies
responded by creating a product that specifically
addressed that liability.7 3 To some extent, the industry
has already answered the challenge. With the creation of
new insurance policies to cover cyber-activities, e-commerce business owners no longer have to worry about
whether their Internet liabilities are covered. Rather,
they can focus on how to minimize and manage the risk.
Unfortunately, self-regulation may not solve all of the
problems associated with Internet liability. As mentioned above, due to wide variety of risks faced by various e-commerce businesses, the insurance companies
still have not developed a standard form cyberspace
insurance policy. Without any reliable actuarial statistics that insurance companies can use, such a policy may
not be on the horizon. Thus, large e-commerce businesses
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may still have to negotiate terms in their policies in

such as floods and nuclear power plant accidents.

order to get all the necessary coverage, while smaller
e-businesses may be left without adequate protection

could then provide low cost, federally subsidized insurance. For example, Congress created the National Flood

altogether.

Insurance Program ("NFIP")80 to achieve two goals: (1) to
shift the cost of flood-related losses away from the general public by bringing affordable insurance to property

The second way the insurance industry can address
computer-related liabilities is with the help of the
National Association of Insurance Commissioners
("NAIC"). The NAIC is a private, non-profit organization
of insurance regulators from the fifty states, the District
of Columbia, and the four U.S. territories. 7 4 State insurance regulators created the organization in 1871 to
address the need to coordinate regulation of multi-state
insurers.

75

owners in flood prone areas8

l

It

and (2) to "guide the devel-

opment of future construction where practicable away
'8 2
from locations which are threatened by flood hazards.
The NFIP allows homeowners to have affordable flood
insurance that commercial insurance companies do not
offer by providing federally subsidized insurance to resi-

It now helps

dents of flood-prone

areas,

state regulators fulfill their

given that the communities'

primary

ordinances were designed to
minimize flood hazards for

responsibility

of

protecting the interests of
insurance consumers by: (1)

new construction in flood-

developing means of uniform

prone areas. 8 3

financial reporting by insur-

"17,000 of the nation's 20,000

ance companies; (2) maintaining an extensive insur-

flood-prone
communities"
Program. 84
the
entered
had

ance database; (3) analyzing

In this type of situation, the

By 1990,

and informing regulators as to the financial condition of
insurance companies; and (4) developing model law and

federal government joined forces with insurance companies, letting the companies act as its agents by offering

coordinating regulatory policy on significant insurance
issues.
The numerous NAIC model laws, regulations, and

the insurance through those companies.
Government could just as easily choose to provide a
federally subsidized insurance for cyber-activities

guidelines deal with areas such as accident and health
insurance, insider trading and proxies, insolvency, and

through a program such as the NFIP. Then, any e-business will be able to purchase affordable federal cyber-

unfair trade practices. 77 Some of these model laws have

insurance

been adopted by NAIC member states or have motivated

Likewise, the insurance industry would not have to
worry about covering the risks it is not yet prepared to

76

78

similar or related legislation to be adopted.
For example, the Insurance Fraud Prevention Model Act clarifies
the responsibilities of the commissioner in regard to
sharing confidential information with other state regula79
tors and with federal and international regulators.
Similarly, the NAIC may choose to propose some type of
standard policies for computer-related liability coverage.
Especially since the current cyber-insurance policies do
not have any standard form, the NAIC could help the
insurance industry by developing uniform policy language to fill the gap between traditional insurance policies and new cyber-insurance policies.

through

various

insurance

companies.

assess.
The other proposal for cooperation between insurance
companies and government would be similar to the one
for nuclear power plant accidents. For years, the federal
government has required nuclear power plants to obtain
85
liability insurance through the Price-Anderson Act.
The Act, as amended in 1975, limits the aggregate liability for a single nuclear incident to $560 million-to be
paid from contributions from nuclear power plant operators, private insurance, and the federal government. 8 6

Finally, the third and fourth possibilities deal with

Under the 1988 amendment of the Act, the government
indemnification of the nuclear facility operator is provid-

how the insurance industry and government can work
together to accomplish the desired goals. The govern-

ed "upon exhaustion of the operator's available insurance
fund and the depletion of a 'deferred premium' fund cre-

ment can intervene as an insurer for certain activities,

ated through regulated contributions from all U.S.

AN NA L E
87

The Act further provides that
nuclear power plants."
"in the event of a nuclear accident involving damages in
excess of the amount of aggregate liability Congress 'will
take whatever action is deemed necessary and appropriate to protect the public from the consequence of a disaster of such magnitude.' ' 8 8 The Price-Anderson Act was
critical to the development of the nuclear power industry
in the United States because Congress knew that no matter how small the risk of a major nuclear accident was,
the private insurance companies could not handle the
potential cost. 8 9 Accordingly, the Supreme Court has
held that the Price-Anderson Act does not violate the
Equal Protection Clause because the Act provided "ample
justification for the difference in treatment between
those injured in nuclear incidents and those whose
90
injuries are derived from other causes."
Similarly, if private insurance companies decided that
they could not self-regulate and manage the amount of
risk and damages arising of certain cyber-related liabili-

for flood or nuclear power plant accidents. If this aid
does not come, Internet businesses will face a myriad of
lawsuits without adequate protection. In other words,
the government's role in creating the necessary forms of
cyber insurance may be critical in developing a safe and
efficient means for companies to conduct businesses over
the Internet.
The ultimate goal for the insurance industry should be
self-regulation in the area of cyberspace liabilities. It is
most likely that the market forces will balance the supply and demand of the Internet insurance and set the
optimal price. For example, the demand for necessary
Internet insurance policies will go up if they are affordable. However, if the prices are too high, then the e-businesses will gamble and simply operate without these
policies. Insurance policies generated by the insurance
industry would be more favorable to all e-commerce businesses because competition in the insurance market
would create better products with cheaper prices. On the

ties, then federal government assistance may be the
answer. Thus, the government could set a limit on how
much an e-business can be covered by private insurance

other hand, government insurance would not have any
competition and thus there would be no market driven
incentives to improve the products or to seek optimal

policy, and then cover the rest of damages if necessary.
The current trend of increasing the number insurance
policies covering various cyber liabilities indicates that
the insurance industry is willing to attempt self-imposed

prices. Therefore, if the government must help initially
to cover some of the unknown risks of cyberspace, the
insurance industry should begin assessing all the poten-

solutions. Still, the insurance industry may wish to seek
the help of a government agency such as the NAIC when
drafting some type of standard policy covering cyberspace. In the end, it may realize that certain types of
Internet liabilities are simply too great for it to handle.
In this case, the government should provide some type of
federally subsidized insurance similar to those provided

1 Sara Nathan, Schwab Trading, USA TODAY, Oct. 21, 1999, at
1B; Computer Glitch Puts Schwab Customers on Hold, DAILY
NEWS (New York), Oct. 21, 1999, at 44; Schwab's System Down
Temporarily, SAN DIEGO UNION-TRIBUNE, Oct. 21, 1999, at C-2.
2 Tom Walker, Internet Diminishes in Security Stocks, ATLANTA
JOURNAL, Feb. 12, 2000, at 6D. These system failures may be
the result of what is known as a denial of service attack. A
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